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About This Document

In this chapter

® How this documentis organized......................

® Supported hardware and software

® Whatis newinthisdocument........................
® CLlusageconventions.............c.ouiiuiienno...

® Document conventions
® Notice to the reader

® Additional information . ............ ... ... ... . ... ...,
® Gettingtechnicalhelp . .......... ... ... ... ... ... ...

®* Document feedback

How this document is organized

This document is organized to help you find the information that you want as quickly and easily as

possible.

The document contains the following components:

® Chapter 1, “Using Fabric OS Commands,” explains how to use the command line interface to

manage a Brocade SAN and Brocade switches.
® Chapter 2, “Fabric OS Commands,” provides command information.

®  Chapter 3, “Primary FCS Commands,” summarizes the subset of commands available when an FCS

policy is enabled.

®* Appendix A, “Command Availability,” explains the Role-Based Access Control, as well as Virtual

Fabric and Admin Domain restriction checks used to validate commands.

Supported hardware and software

This document includes updated information specific to new functionality introduced in Fabric OS v7.1.0.
Table lists the hardware platforms supported in Fabric OS v7.1 release. ASIC names may be used in this
document to distinguish between types of switches that share certain characteristics.

TABLE 1 Supported hardware for Fabric 0S v7.1

Hardware Platform Description ASIC
Brocade 300 8 Gbit 16-port switch Goldeneye 2
Brocade 5100 8 Gbit 32-port switch Condor 2
Brocade 5300 8 Gbit 64-port switch Goldeneye 2
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TABLE 1

Supported hardware for Fabric 0S v7.1 (Continued)

Hardware Platform Description ASIC
Brocade 5410 8 Gbit 12-port embedded switch Goldeneye 2
Brocade 5424 8 Gbit 24-port embedded switch Goldeneye 2
Brocade 5450 8 Gbit 24-port embedded switch Goldeneye 2
Brocade 5460 8 Gbit 24-port embedded switch Goldeneye 2
Brocade 5470 8 Gbit 16-port embedded switch Goldeneye 2
Brocade 5480 8 Gbit 24-port embedded switch Goldeneye 2
Brocade 6505 16 Gbit 24-port switch Condor 3
Brocade 6510 16 Gbit 48-port switch Condor 3
Brocade 6520 16 Gbit 96-port switch Condor 3
Brocade VA-40FC 8 Gbit 40-port switch Condor 2
Brocade 7800 Extension switch 8 Gbit 16-FC ports, 6 GbE ports Goldeneye 2

Brocade 8000 FCoE switch

8 Gbit 16-FC port, 10 GbE 8-Ethernet port switch

Anvil/Condor 2

Brocade Encryption Switch 8 Gbit 16-port encryption switch Condor 2
DCX Backbone 8 Gbit 512-port core fabric backbone Condor 2
DCX-4S Backbone 8 Gbit 192-port core fabric backbone Condor 2
®  FC8-16 port blade ® 8 Gbit 16-port blade ®  Condor 2
®  FC8-32 port blade ® 8 Gbit 32-port blade ®  Condor 2
®  FC8-48 port blade ® 8 Gbit 84-port blade ®  Condor 2
hd FC8-64 port blade ® 8 Gbit 84-port blade ° Condor 2
hd FCOE10-24 DCX blade hd 10 Gbit 6-port ISL blade ° Condor
hd FS8-18 Encryption blade ® 8 Gbhit 24-port blade ®  Anvil/Condor 2
®  FX8-24 Extension blade” ® 4 Gbit 16-FC port, 2 GbE port router blade ®  Condor
® 8 Gbit 16-port encryption blade ®  Condor 2
® 8 Gbit 12-FC ports, 10 GbE ports, 2 10GbE ports ®  Condor 2
Brocade DCX 8510-8 backbone 16 Gbit 192-port core fabric backbone Condor 3
Brocade DCX 8510-4 backbone 16 Gbit 384-port core fabric backbone Condor 3
hd FC8-32E port blade ® 8 Gbhit 32-port blade ° Condor 3
®  FC8-48E port blade ® 8 Gbit 48-port blade ®  Condor3
®  FC8-64 port blade ® 8 Gbit 84-port blade ®  Condor 2
®  FC16-32 port blade ® 16 Gbit 32-port blade ® Condor3
®  FC16-48 port blade ® 16 Gbit 48-port blade ®  Condor 3
®  FS8-18 Encryption blade ® 8 Gbit 24-port blade ®  Anvil/Condor 2
®  FX8-24 Extension blade ® 8 Gbit 16-port encryption blade ®  Condor 2
® 8 Gbit 12-FC ports, 10 GbE ports, 2 10GbE ports ®  Condor 2

Although Brocade supports and tests many different software and hardware configurations for Fabric OS
v7.1.0, documenting all possible configurations and scenarios is beyond the scope of this document.

This document is specific to Fabric OS v7.1.0. To obtain information about an OS version other than

v7.1.0, refer to the documentation for that OS version.

XX
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What is new in this document

The Fabric OS Command Reference v7.1.0Command supports the current Fabric OS release and the
new hardware platforms.

The Fabric OS command RBAC availability and Admin Domain type table in the appendix chapter is
updated. The table lists the Admin domain, Context and Switch type for the commands.

New commands

The following commands and associated man pages have been added since the publication of the Fabric
OS v7.1.0 release of this manual:

fabRetryStats - Displays or manages the retry count of fabric commands.

fcpRIsProbe - Initiates the Fibre Channel Protocol (FCP) Read Link Status (RLS) probing for F_Port
and displays the RLS information.

gePortErrShow - Displays error statistics of Gigabit Ethernet (GbE) port and XGE ports.
iflShow - Displays the interfabric link (IFL) information.

nsDevLog - Manages device history logging.

nsZoneShow - Displays the zone names.

portBufferCalc - Calculates the number of buffers required per port.

rasAdmin - Configures RASlog message generation.

rasMan - Displays RASlog message text and documentation.

zoneObjectReplace - Replaces zone members.

Modified commands

The following commands and associated man pages have been modified to remove support for the
platforms Brocade 7500 and FR4-18i in Fabric OS v7.1.0:

configDefault
fcipPathTest

IsCfg

portCfg

portCfgShow

portCmd

portShow
portStatsShow
sfpShow

slotShow

statsClear
supportShow
supportShowCfgDisable
supportShowCfgEnable
supportShowCfgShow
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XXii

The following commands and associated man pages have been corrected or updated with additional
information:

® aaaConfig - Added support for TACACS+.

® ag-Added options to save the configured F_Ports, delete the backup mappings for the given
N_Port, and display the saved mappings for the given N_Port.

® aptPolicy - Added support for Device-based routing in FICON environments.

® auditDump - The CLI audit is captured.

®* bottleneckMon - Added option to configure the BE credit Loss Link Reset Threshold.
* cfgShow - Added new option to display the changes in the transactions.

* cfgTransShow- Added new option to display local open transaction token details and the list of
domains with open transactions.

®* classConfig - Added the command restriction details dispalyed with the -showcli option.

® cliHistory - Added new new options to display the CLI history of the specified users.

® configureChassis - Added the CS_CTL to virtual channel mapping options.

* dIsSet - The Losseless (or fmsmode) can be enabled when XISL is enabled and vice versa.

® dnsConfig - Added options to set the DNS configuration parameters through the CLI. Also
added options to delete and display the DNS configuration.

* errDump - Added options to display messages for the entire chassis, to display messages
based on count value, to display messages in reversed order, to display messages based on
severity, and to display messages based on slot.

® fcrFabricShow - Added option to display the FC Routers on a backbone fabric with edge fabric
names.

¢ fcrPhyDevShow - Added the help option.

* ficonCupShow - Added options to display the FICON-CUP missing interrupt handler primary
timeout (MIHPTO) value in seconds, to display the Director Diagnostics Log, to display dignostic
information, and to display HealthCheck Logs for the logical switch.

* ficonShow - Added options to display RNID data in table format, and to display RNID data for
only the specified port.

* ifModeSet - Added options to configure autonegotiation, speed, and capability. Also added the
help option.

® isIShow - The output is modified to display the neighbor WWN information even when the ISL is
segmented during exchange link parameter (ELP) or post ELP segmentation phase.

® licensePort - The restriction that the command is supported only on embedded platforms is no
longer applicable.

®* nsAliasShow - Added option to display the remote device details for a specific domain. Also
added the help option.

®* nsZoneMember - Added help option.

* pathinfo - Added options to specify the source ID of the originator and the destination ID of the
proxy device.

® portCfg - Added option to configure auto-negotiation settings for 1 GbE ports.

* portCfgAutoDisable - Added options to suspend and resume the port autodisable
configuration.

* portCfgCreditRecovery - Command is supported in Access Gateway mode.
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portCfgFec - Command is supported in Access Gateway mode. Rewrote the description for this
command to better capture the feature and what it does. Updated examples to reflect latest
output and documented the FEC states.

portCfgLongDistance - Added options -distance, -buffers, -framesize, -fecenable, and
-fecdisable.

portEncCompShow - The output displays port speed.

portShow - Added options fciptunnel --reset,~lifetime and fcipcircuit —-reset,-lifetime.
portSwap - Added option to remove swapping of all ports.

secCertUtil - Added new options -commonswcert and -commonswcstr.

setContext - Accepts switch name.

sshUtil - Added option to delete the known host name or IP address from the file
.ssh/known_hosts.

switchCfgPersistentDisable - Added options to set the switch in disable state, to disable the
switch persistently, and help option.

switchName - The switch name must be unique.

switchShow - The output is modified to display the neighbor WWN information even when the
ISL is segmented during exchange link parameter (ELP) or post ELP segmentation phase.

zone - Added option to generate a report of potential routing problems in the local Domain.
zoneAdd - Added wildcard character (asterisk) option to specify members.

zoneCreate - Added wildcard character (asterisk) option to specify members.

zoneRemove - Added wildcard character (asterisk) option to specify members.

zoneShow - Added new option to display the changes in the transactions.

Deprecated commands

The following commands and associated man pages have been removed since this document was
last released.

fclpChipTest
fcrChipTest
fcrPathTest
licenseHelp
policy
uRouteConfig
uRouteRemove

CLI usage conventions

Some Fabric OS show commands display certain switch or fabric components in three-digit decimal
numbers, for example, 003. When you use these numeric identifiers as inputs to other commands,
you must remove the leading zeros; otherwise the commands will either fail or generate incorrect
results. Adding zeros to any decimal number in a command input will cause that number to be
treated as an Octal number.
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®* Automatic page breaks in CLI command output displays are being phased out. Use the more option
to display command output with page breaks: command | more. Do not use the more option in
conjunction with help pages. Executing help command | more will display a command “no manual
entry for command” message.

Document conventions

This section describes text formatting conventions and important notices formats.

Text formatting

The narrative-text formatting conventions that are used in this document are as follows:

bold text Identifies command names
Identifies GUI elements
Identifies keywords and operands
Identifies text to enter at the GUI or CLI

italic text Provides emphasis
Identifies variables
Identifies paths and Internet addresses
Identifies document titles

code text Identifies CLI output
Identifies syntax examples

For readability, command names in the command titles and in the narrative portions of this guide are
presented in mixed letter case, for example, switchShow. In examples, command letter case is all
lowercase.

Command syntax conventions

Command syntax in this document follows these conventions:

command Commands are printed in bold.

--option, option Command options are printed in bold.

-argument, arg Arguments are printed in bold.

[1 Optional element.

variable Variables are printed in italics. In the help pages, values are underlined or

enclosed in angle brackets < >.
Repeat the previous element, for example “member[;member...]"

value Fixed (literal) values following arguments are printed in plain font. For example,
--show WWN

| Boolean. Elements are exclusive. Example: --show -mode egress | ingress

\ Backslash indicates a “soft” line break. If a backslash separates two lines of a
command input, enter the entire command at the prompt without the backslash.
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Notes, cautions, and warnings

The following notices and statements are used in this manual. They are listed below in order of
increasing severity of potential hazards.

NOTE
A note provides a tip, guidance, or advice, emphasizes important information, or provides a reference to
related information.

ATTENTION
An Attention statement indicates potential damage to hardware or data.

/!\ CAUTION

A

A Caution statement alerts you to situations that can be potentially hazardous to you or cause
damage to hardware, firmware, software, or data.

DANGER

A Danger statement indicates conditions or situations that can be potentially lethal or extremely
hazardous to you. Safety labels are also attached directly to products to warn of these conditions
or situations.

Key terms
For definitions specific to Brocade and Fibre Channel, see the technical glossaries on the Brocade
website. See “Brocade resources” on page xxvi for instructions on accessing the information.

For definitions of SAN-specific terms, visit the Storage Networking Industry Association online dictionary
at:

http://www.snia.org/education/dictionary

Notice to the reader

This document may contain references to the trademarks of the following corporations. These
trademarks are the properties of their respective companies and corporations.

These references are made for informational purposes only.

Corporation Referenced Trademarks and Products
Commvault Commvault Galaxy Data Protection
EMC RSA Data Protection Manager (DPM)
HP Secure Key Manager (SKM) and Enterprise Secure Key Manager
(ESKM)
IBM Tivoli Key Lifecycle Manager
Legato Legato Networker
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Corporation Referenced Trademarks and Products

Microsoft Corporation Windows, Windows NT, Internet Explorer
NetApp NetApp Lifetime Key Manager (LKM)
Oracle Corporation Oracle, Java

Symantec Veritas NetBackup 6.5 Enterprise Server
Red Hat, Inc. Linux

Thales Thales e-Security keyAuthority (TEKA)

Additional information

This section lists additional Brocade and industry-specific documentation that you may find helpful.

Brocade resources

To get up-to-the-minute information, join MyBrocade at no cost to obtain a user ID and password:
http://my.brocade.com

White papers, online demonstrations, and data sheets are available through the Brocade website at:
http://www.brocade.com/products-solutions/products/index.page

For additional Brocade documentation, visit the Brocade SAN Info Center and click the Resource Library
location:

http.//www.brocade.com

Release notes are available on the Brocade website.

Other industry resources

For additional resource information, visit the Technical Committee T11 website. This website provides
interface standards for high-performance and mass storage applications for Fibre Channel, storage
management, and other applications:

http://www.t11.org
For information about the Fibre Channel industry, visit the Fibre Channel Industry Association website:

http.//www.fibrechannel.org

Getting technical help

Contact your switch support supplier for hardware, firmware, and software support, including product
repairs and part ordering. To expedite your call, have the following information available:

® General Information
= Switch model
=  Switch operating system version
= Error numbers and messages received
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= supportSave command output

= Detailed description of the problem, including the switch or fabric behavior immediately
following the problem, and specific questions

=  Description of any troubleshooting steps already performed and the results
=  Serial console and Telnet session logs
= syslog message logs

®  Switch Serial Number

The switch serial number and corresponding bar code are provided on the serial number label,
as shown here:

OO OO
FTOOX0054E9

The serial number label is located as follows:

= Brocade 300, 5100, 5300, 6505, 6510, 6520, 6547, 7800, 8000, VA-40FC, and Brocade
Encryption Switch—On the switch ID pull-out tab located inside the chassis on the port side on
the left.

=  Brocade 5410, 5424, 5430, 5450, 5460, 5470, 5480—Serial number label attached to the
module.
= DCX, and DCX 8510-8—O0n the port side of the chassis, on the lower right side and directly
above the cable management comb
= DCX-4S and DCX 8510-4—O0n the non-port side of the chassis on the lower left side.
® Use the licenseldShow command to display the switch WWN.
If you cannot use the licenseldShow command because the switch is inoperable, you can get the WWN
from the same place as the serial number, except for the Brocade DCX, DCX-4S, DCX 8510-8, and DCX
8510-4. On these models, access the numbers on the WWN cards by removing the Brocade logo plate at
the top of the non-port side of the chassis.

Document feedback

Quiality is our first concern at Brocade, and we have made every effort to ensure the accuracy and
completeness of this document. However, if you find an error or an omission, or you think that a topic
needs further development, we want to hear from you. Forward your feedback to:

documentation@brocade.com

Provide the title and version number and as much detail as possible about your issue, including the topic
heading and page number and your suggestions for improvement.
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Chapter

Using Fabric 0S Commands 1

In this chapter

® Using the command lineinterface. . ...... ... ... .. ... ... ... ... .. .. .. 1
® Understanding Role-Based Access Control . ........................... 2
® Understanding Virtual Fabric restrictions . ......... .. .. .. ... .. ... .... 3
® Understanding Admin Domain restrictions ... ........... .. ... .. ... .... 4
® Determining RBAC permissions for a specificcommand .. ................ 4

Using the command line interface

The Fabric OS command line interface (CLI), accessed via Telnet, SSH, or serial console, provides full
management capability on a Brocade switch. The Fabric OS CLI enables an administrator to monitor and
manage individual switches, ports, and entire fabrics from a standard workstation. Selected commands
must be issued from a secure Telnet or SSH session.

Access is controlled by a switch-level password for each access level. The commands available through
the CLI are based on the user’s login role and the license keys used to unlock certain features.

The Fabric OS CLI provides the following capabilities:

Access to the full range of Fabric OS features, given the license keys installed.

Assistance with configuration, monitoring, dynamic provisioning, and daily management of every
aspect of storage area networks (SANSs).

A deeper view of the tasks involved in managing a Brocade SAN.
Identification, isolation, and management of SAN events across every switch in the fabric.
Management of Brocade licenses.

The documentation for each command includes a synopsis of its syntax, a description of command use,
and a set of examples. The same information can be accessed by issuing the help command, followed
by the command name on a Brocade switch or director. This command displays the help page for the
specified command. For example, to display the help page for portCfg, enter:

switch:admin> help portCfg

Fabric OS Command Reference 1
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1

Understanding Role-Based Access Control

Understanding Role-Based Access Control

Fabric OS implements Role-Based Access Control (RBAC) to control access to all Fabric OS operations.

Seven predefined roles are supported, as described in Table 2. These predefined role definitions are
guided by perceived common operational situations and the operations and effects a role is permitted to
have on a fabric and individual fabric elements.

TABLE 2 Role definitions

Role name Definition

User Non-administrative use, such as monitoring system activity. In Fabric
OS v6.2.0 and later, the user account gains access to Fabric ID 128.
This is the default logical fabric after a firmware upgrade.

Operator A subset of administrative tasks typically required for routine
maintenance operations.

SwitchAdmin Administrative use excluding security, user management, and zoning.

ZoneAdmin Zone management only.

FabricAdmin Administrative use excluding user management and Admin Domain
management.

BasicSwitchAdmin A subset of administrative tasks, typically of a more limited scope and
effect.

Admin All administrative tasks, including encryption and chassis commands.

SecurityAdmin Administrative use including admin, encryption, security, user

management, and zoning.

In addition to these predefined roles, Fabric OS v7.0.0 and later provides support for creating
user-defined roles. Refer to the roleConfig command for more information.

Additional command restrictions apply depending on whether Virtual Fabrics or Admin Domains are
enabled in a fabric. Refer to Appendix A, “Command Availability”,

NOTE

Virtual Fabrics and Admin Domains are mutually exclusive and are not supported at the same time on a
switch. To use Admin Domains, you must first disable Virtual Fabrics; to use Virtual Fabrics, you must first
delete all Admin Domains. Use ad --clear -f to remove all Admin Domains. Refer to the Fabric OS
Administrator’s Guide for more information.

Encryption commands and permissions

There are two system RBAC roles that are permitted to perform encryption operations.
®  Admin and SecurityAdmin

Users authenticated with the Admin and SecurityAdmin RBAC roles may perform cryptographic
functions assigned to the FIPS Crypto Officer, including the following:

= Perform encryption node initialization.

= Enable cryptographic operations.

= Manage critical security parameters (CSPs) input and output functions.

=  Zeroize encryption CSPs.

= Register and configure a key vault.

=  Configure a recovery share policy.

Fabric OS Command Reference
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Understanding Virtual Fabric restrictions 1

= Create and register recovery share.

=  Encryption group- and clustering-related operations.

= Manage keys, including creation, recovery, and archiving functions.
®  Admin and FabricAdmin

Users authenticated with the Admin and FabricAdmin RBAC roles may perform routine encryption
switch management functions including the following:

- Configure virtual devices and crypto LUN.

- Configure LUN/tape associations.

- Perform re-keying operations.

- Perform firmware download.

- Perform regular Fabric OS management functions.

For a listing of RBAC permissions for cryptoCfg subcommands, refer to the Fabric OS Encryption
Adminsitrator’s Guide.

Understanding Virtual Fabric restrictions

All Fabric OS commands are subject to additional RBAC enforcement with regard to Virtual Fabric
contexts and switch types. Commands can be executed in one or more of the contexts described in
Table 3. Execution of chassis commands requires chassis permissions.

TABLE 3 Virtual Fabric contexts

Context type Definition

Switch context Command applies to the current logical switch only, or to a specified
logical switch.

Chassis context Command applies to the chassis on which it is executed.

Switch and chassis Command can be executed in a logical switch context or in a chassis

context context.

Disallowed Command is not supported in Virtual Fabric mode.

Switch commands are further defined by the switch type restrictions as described in Table 4. Switch type
restrictions are not applicable to commands that require chassis permissions.

TABLE 4 Switch types

Switch type Definition

All Switches Command can be executed in any switch context.

Base Switch Only Command can be executed only on the base switch.

Default Switch Only Command can be executed only on the default switch.

N/A Command is a chassis command or not supported in Virtual Fabric
mode.

In a Virtual Fabric environment where contexts are enforced, the following Virtual Fabric restrictions
apply to the RBAC permissions specified in Table 2. Refer to the userConfig command for more
information on configuring user account access permissions in a Virtual Fabric environment.

®* Any given role is allowed to execute all switch commands to which the role is authorized in the
account’s home context. The default home context is the default logical fabric FID 128.

®  You can change an account’s home context to a specified FID and configure the account
permissions to access additional logical switches specified in the user’s Fabric ID list.
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1 Understanding Admin Domain restrictions

® Accounts with user or admin permissions can be granted chassis permissions. A user account with
the chassis role can execute chassis-level commands at the user RBAC access level. An admin
account with the chassis role can execute chassis-level commands at the admin RBAC access
level.

Use the classConfig --showcli command to look up the Virtual Fabrics contexqt for a specified
command. Refer to Appendix Appendix A, “Command Availability,” for a complete listing of Virtual Fabric
restrictions that apply to the commands included in this manual.

Understanding Admin Domain restrictions

A subset of Fabric OS commands is subject to Admin Domain (AD) restrictions that may be in place. In
order to execute an AD-restricted command on a switch or device, the switch or device must be part of a
given Admin Domain, and the user must be logged in to that Admin Domain.

Six Admin Domain types are supported, as defined in Table 5.

TABLE 5 AD types

AD Type Definition
Allowed Allowed to execute in all ADs.
PhysFabricOnly Allowed to execute only in AD255 context (and the user should own

access to AD0-AD255 and have admin RBAC privilege).

Disallowed Allowed to execute only in ADO or AD255 context; not allowed in
AD1-AD254 context.

PortMember All control operations allowed only if the port or the local switch is part
of the current AD. View access allowed if the device attached to the
port is part of current AD.

ADODisallowed Allowed to execute only in AD255 and ADO (if no ADs are configured).

ADOQOOnly Allowed to execute only in ADO when ADs are not configured.

Refer to Appendix Appendix A, “Command Availability,” for a listing of Admin Domain restrictions that
apply to the commands included in this manual.

Determining RBAC permissions for a specific command

To determine RBAC permission for a specific command, use the classconfig --showcli command.
1. Enter the classconfig --showcli command for a specified command.

The command displays the RBAC class and access permissions for each of the command options.
Note that options for a single command option can belong to different classes.

2. Enter the classconfig --showroles command and specify the RBAC class of the command option
you want to look up.

The command displays the default roles and the permissions they have to access commands in the
specified RBAC class.

The following example shows how you can obtain permission information for the zone command.
Suppose you want to know if a user with the SwitchAdmin role can create a zone. You issue the
classconfig --showcli command for the zone command, which shows that the zone --add command
belongs to the RBAC class “zoning”. You then issue the classconfig --showroles command for the
zoning RBAC class. The output shows that the SwitchAdmin role has ‘Observe” permissions only for any
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Determining RBAC permissions for a specific command 1

command in the zoning class. This means that the user with the SwitchAdmin role is not allowed to
create zones. To allow this user to create a zone, you must change the user’s access to any of the roles
that have “observe and modify” (OM) access. Use the userConfig command to change the user’s role or
use the roleConfig command to create a custom role.

switch:admin> classconfig --showcli zone

CLI Option Permission RBAC Class Context
zone Killall oM Debug vE
zone evlogclear oM Debug vE
zone evlogshow ) Debug vE
zone evlogtoggle oM Debug vE
zone mergeshow o] Debug vE
zone stateshow o] Debug vE
zone activate OM Zoning v
zone add OM Zoning v
zone copy OM Zoning vE
zone create oM Zoning vE
zone deactivate OM Zoning v

(output truncated)

switch:admin> classconfig --showroles zoning
Roles that have access to the RBAC Class 'zoning' are:

Role Name Permission
User )
Admin OM
Factory OM
Root oM
Operator )
SwitchAdmin 0
ZoneAdmin oM
FabricAdmin oM
BasicSwitchAdmin 0
SecurityAdmin 0
Fabric OS Command Reference 5
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Chapter

Fabric 0S Commands 2

aaaConfig

SYNOPSIS

DESCRIPTION

NOTES

Manages RADIUS, LDAP, and TACACS+ configuration information.

aaaconfig
aaaconfig --show

aaaconfig --add | --change server -conf radius | Idap | tacacs+
[-p port] [-d domain] [-t timeouf] [-s secref]
[-a chap | pap | peap-mschapv2]

aaaconfig --remove server -conf radius | Idap | tacacs+
aaaconfig --move server -conf radius | Idap | tacacs+ to_position
aaaconfig --authspec aaa1[;aaa2 [-backup] [-nologout]

aaaconfig --help

Use this command to manage the RADIUS, LDAP, and TACACS+ server configuration for the
authentication, authorization and accounting (AAA) services. Use this command to display, add, remove,
change, enable or disable the RADIUS, LDAP, or TACACS+ configuration.

Brocade switches use a local as well as a remote authentication mechanism for validating a login.
Supported authentication protocols include Password Authentication Protocol (PAP),
Challenge-Handshake Authentication Protocol (CHAP) and Protected Extensible Authentication Protocol
(PEAP). In addition, Fabric OS v6.0.0 and later provides support for Light-weight Directory Access
Protocol (LDAP) authentication against Active Directory for user authentication and authorization.

RADIUS, LDAP or TACACS+ servers are contacted in the order they appear in the configuration list. The
first server returning authentication success or failure causes the authentication request to succeed or
fail. If no response is received within the specified timeout, the next RADIUS, LDAP, or TACACS+ server
in the list is contacted. An event entry logs if all RADIUS, LDAP, or TACACS+ servers fail to respond.

When the command succeeds, it triggers an event log (the Fabric OS error log) to indicate a server is
added, removed, or modified. Refer to the Fabric OS Message Reference manual for specific details.

There are two modes of operation in LDAP authentication, FIPS mode and non-FIPS mode. However,
there is no option to configure LDAP while the switch is in FIPS mode. The LDAP client checks if FIPS
mode is set on the switch and uses FIPS-compliant TLS ciphers for LDAP. If FIPS mode is not set and
the ADir server is configured for FIPS ciphers, it uses FIPS-compliant ciphers.

Configuration changes are persistently saved and take effect with the next AAA request. The
configuration applies to all switch instances in a platform supporting multiple switch domains.
Customers can use centralized RADIUS servers to manage AAA services for a switch, as defined in the
RFC 2865 RADIUS specification.

This command can be executed when logged in through the console, Telnet or SSH connection.
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aaaConfig

OPERANDS

The execution of this command is subject to Virtual Fabric or Admin Domain restrictions that may be in
place. Refer to Chapter 1, "Using Fabric OS Commands" and Appendix A, "Command Availability" for

details.

This command has the following operands:

server

--show

Specifies an IP address or a server name in dot-decimal notation. IPv6 addresses
are supported. If a name is used, a DNS entry must be correctly configured for the
server. If the specified server IP address or name already exists in the current
configuration, the command fails and generates an error. However, the command
does not validate the server name against the IP address in the configuration.
Make sure to avoid duplicate configuration of the same server, one specified by
the name, the other specified by the IP address.

Displays the current AAA service configuration.

--add | --change server [options]

Adds or modifies a RADIUS, LDAP, or TACACS+ server. The --add option
appends the specified server to the end of the current configuration list. A
maximum of 5 servers are supported for each authentication type. The --change
option modifies the specified server configuration to use the new arguments. The
server must be one of the IP addresses or names shown in the current
configuration.

The following options are supported:

-conf radius | Idap | tacacs+

-p port

-t timeout

-d domain

-s secret

-a

Specifies the server configuration as either RADIUS, LDAP, or TACACS+. This
operand is required.

The following operands are optional:

Specifies the RADIUS, LDAP, or TACACS+ server port number. Supported
range is 1 to 65535. The default port is 1812 for RADIUS authentication. The
default port is 389 for LDAP authentication. The default port is 49 for
TACACS+ authentication. This operand is optional. If no port is specified, the
default is used.

Specifies the response timeout for the RADIUS, the LDAP or the TACACS+
server. The supported range is 1 to 30 seconds. The default is 3 seconds.
This operand is optional. If no timeout is specified, the default is used.

Specifies the Windows domain name for the LDAP server, for example,
brocade.com. This option is valid only with the -conf Idap option. This
operand is required.

Specifies a common secret between the switch and the RADIUS or
TACACSH+ server. The secret must be between 8 and 40 characters long.
This option is valid only with -conf radius or -conf tacacs+options, and it is
optional. The default value is sharedsecret.

Specifies the remote authentication protocol for the RADIUS or TACACS+
server. This operand is valid with -conf radius or -conf tacacs+ options,
and it is optional. The default value for this operand is CHAP.

Fabric OS Command Reference
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Note that the distinction between protocols is only applicable to the packets
between a system and the RADIUS or TACACS+ server. To authenticate a
user to the system, a password is always used.

Valid protocols are one of the following:

pap
Password Authentication Protocol

chap
Challenge-Handshake Authentication Protocol

peap-mschapv2
Protected Extensible Authentication Protocol (requires Fabric OS v5.3.0 or
later). This is applicable only to RADIUS configuration.

--remove server
Removes the specified server from the configuration. The server must match one
of the IP addresses or the names shown in the current configuration. The
following operand is required:

-conf radius | Idap | tacacs+
Specifies the server configuration as either RADIUS, LDAP, or TACACSH+. If the
server is enabled, the command does not allow the last server to be removed from
the configuration list. RADIUS, LDAP, or TACACS+ must first be disabled before
the last server of the specified type may be removed.

--move server option
Moves the specified server from the current position in a RADIUS, LDAP, or
TACACS+ configuration list to the specified position. If the specified position is the
same as the current position, no change takes place. Valid options include the
following:

-conf radius | Idap } tacacs+
Specifies the server configuration as RADIUS, LDAP, or TACACS+. This operand
is required.

to_position
Specifies the new position for the server. The value for to_position is an integer,
and must be within the range of server positions in the current configuration. Use
the --show option to determine current server positions. This operand is required.

--authspec "aaa[;aaa2" [-backup] [-nologout]
Replaces the configuration with the specified AAA service. Each service can be
specified only once in the list, for example, "radius; local; radius" is invalid. No edit
option is provided. The --authspec option takes as an argument a
semicolon-separated list of AAA services. Services must be enclosed in double
quotation marks.

The following AAA services and service pairs are valid:

"local"
Default setting. Authenticates the user against the local database only. If the
password does not match or the user is not defined, the login fails.

"radius"
When "radius" is specified, the first RADIUS server is contacted. If the RADIUS
server is not reachable, the next RADIUS server is contacted. If the authentication
fails, the authentication process does not check for the next server in the
sequence.

Fabric OS Command Reference 9
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nldapu

"tacacs+"

"radius;local"

"Idap;local"

"tacacs+;local"

-backup

-nologout

--help

When "Ildap" is specified, the first Active directory (AD) server is contacted. If the
AD server is not reachable, the next AD server is contacted. If the authentication
fails, the authentication process does not check for the next server in the
sequence.

When "tacacs+" is specified, the first Active directory (AD) server is contacted. If
the AD server is not reachable, the next AD server is contacted. If the
authentication fails, the authentication process does not check for the next server
in the sequence.

Enables the current RADIUS configuration as the primary AAA service and the
switch-local database as the secondary AAA service. If "radius" and "local" are
specified, and if the RADIUS servers are reachable and the user credentials are
correct, the user authentication succeeds. If the user provides credentials from the
switch database, the RADIUS authentication fails but login succeeds through the
switch database.

Enables the current LDAP configuration as the primary AAA service and the
switch-local database as the secondary AAA service. If "ldap" and "local" are
specified, and if the AD servers are reachable and the user credentials are
correct, the user authentication succeeds. If the user provides credentials from the
switch database, AD authentication fails but login would still succeed through the
switch database.

Enables the current TACACS+ configuration as the primary AAA service and the
switch-local database as the secondary AAA service. If "tacacs+" and "local" are
specified, and if the AD servers are reachable and the user credentials are
correct, the user authentication succeeds. If the user provides credentials from the
switch database, AD authentication fails but login would still succeed through the
switch database.

For use with the "radius;local", "ldap;local”, and "tacacs+;local" options only. The
backup option states to try the secondary AAA service only if none of the primary
AAA services are available.

If -nologout is not specified, a change in the authentication mechanism may
result in the termination of existing sessions. All existing sessions are terminated if
the new authentication mechanism is one of the following: RADIUS only, LDAP
only, TACACS+ only, or Local. If -nologout is specified, there will be no effect on
the existing sessions regardless of the chosen authentication mechanism.

Displays the command usage.

EXAMPLES To display the current RADIUS, LDAP, and TACACS+ configurations:

switch:admin>
RADIUS CONFIGU

aaaconfig --show
RATIONS

Position Serv

1 192.168.2
2 192.168.2
3 radserver

er Port Secret Timeout(s) Auth-Protocol

33.48 1812 sharedsecret 3 CHAP
33.44 1812 sharedsecret 3 CHAP
1812 private 5 CHAP
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LDAP CONFIGURATIONS

LDAP configuration does not exist.

TACACS+ CONFIGURATIONS

TACACS+ configuration does not exist.

Primary AAA Service: Switch database
Secondary AAA Service: None

To move the RADIUS server "radserver" from position 3 to position 1:

switch:admin> aaaconfig --move radserver -conf radius 1

To configure the RADIUS server 192.168.233.48 as an LDAP server:

switch:admin> aaaconfig --change 192.168.233.48 \
-conf ldap -p 3002 -s newsecret -t 1

To add an AD/LDAP server to the configuration:

switch:admin> aaaconfig --add 194.72.68.335 \
-conf ldap -p 3002 -d brocade.com -t 1

To replace the AAA service with backup option:

switch:admin> aaaconfig --authspec "ldap;local" -backup

To change the authentication mechanism with the no logout provision:

switch:admin> aaaconfig --authspec radius -nologout
switch:admin> aaaconfig --show
RADIUS CONFIGURATIONS

Position 1

Server : 172.20.1.68
Port : 1812

Secret : testingl23
Timeout (s) : 3

Auth-Protocol: PEAP-MSCHAPv2

LDAP CONFIGURATIONS

LDAP configuration does not exist.

TACACS+ CONFIGURATIONS

TACACS+ configuration does not exist.

Primary AAA Service: RADIUS
Secondary AAA Service: None

Fabric OS Command Reference
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SEE ALSO

To add a TACACS+ server to the configuration:

switch:admin> aaaconfig --add 10.17.56.56 -conf tacacs+ \
-protocol pap -s "sharedkey" -t 5 -r 5 -port 49
switch:admin> aaaconfig --authspec tacacs+

switch:admin> aaaconfig --show

RADIUS CONFIGURATIONS

RADIUS configuration does not exist.

LDAP CONFIGURATIONS

LDAP configuration does not exist.

TACACS+ CONFIGURATIONS

Position 1

Server : 10.17.56.56
Port : 49

Secret : sharedkey
Retries HES)

Timeout (s) : 5

Auth-Protocol: PAP

Primary AAA Service: TACACS+
Secondary AAA Service: None

None

Fabric OS Command Reference
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ad

Manages Admin Domain operations.

SYNOPSIS ad --activate ad_id
ad --add ad_id [-d "dev_list"] [-s "switch_list"]
ad --apply
ad --clear [f]
ad --create ad_id [-d "dev_list"] [-s "switch_list"]
ad --deactivate ad_id
ad --delete ad id
ad --exec ad_id "command_list"
ad --remove ad_id [-d "dev_list"] [-s "switch_list"]
ad --rename ad _id new_ad_id
ad --save
ad --select ad_id
ad --show [-i | [ad_id [-m model]]] (in AD255 context)
ad --show [-i ] (in ADO context)
ad --show (in AD1-254 context)
ad --validate [-i | [ad_id | [-m model]]]
ad --transabort

ad --transshow

DESCRIPTION Use this command to manage Admin Domain operations.

This command follows a batched-transaction model. When executed with the --activate, --add, --clear,
--create, --deactivate, --delete, --remove, --rename options, this command changes only the Defined
Configuration in the transaction buffer. The --save option sends the changes made in the transaction
buffer to all other switches and permanently saves the changes to the Defined configuration in persistent
storage. The --apply option performs a save operation, sends a request to apply the Admin Domain
configuration (as defined in the persistent storage), and then enforces the configuration locally.

The Admin Domain transaction buffer is linked to the current login shell and is lost on logout. Use the
--transshow option to display the current Admin Domain transaction information.

Fabric OS Command Reference 13
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NOTES

OPERANDS

Before creating Admin Domains, the default zone mode should be set to "No Access". To set the default
zone mode to "No Access" execute the following command sequence:

switch:admin> ad --select ADO
switch:admin> defzone --noaccess
switch:admin> cfgsave

Refer to defZone help for more information.

All switches, switch ports and devices in the fabric that are not specified in any other Admin Domain are
treated as implicit members of ADO. Members added to ADO are called explicit members.

When a new Admin Domain is created, the members included in the new Admin Domain are
automatically removed from the implicit member list of ADO. If the devices included in the new Admin
Domain are already zoned in ADO, and if you want to move these devices from ADO without any traffic
disruption, do the following:

1. Add the devices to ADQ's explicit member list using ad --add and ad--apply.
2. Create new ADs with the devices and execute ad --apply.

3. Select (or login to) the new Admin Domain and create a relevant zone configuration and zones
(Refer to zone --copy help for details). Enable the new zone configuration under the Admin Domain.

4. (Optionally) remove explicit members from ADO (using ad --remove and ad --apply). Remove the
member references from the ADO zone database.

The execution of this command is subject to Virtual Fabric or Admin Domain restrictions that may be in
place. Refer to Chapter 1, "Using Fabric OS Commands" and Appendix A, "Command Availability" for
details.

The generalized syntax for this command is "ad action arguments". Command actions are described
first. Argument details follow the description of actions.

The following actions are supported:

--activate arg
Activates an Admin Domain. An Admin Domain is enforced only if it is in an
activated state. ADO is always in an activated state. By default, after the Admin
Domain is enabled, the devices specified in the Admin Domain are not able to see
each other until they are zoned together. The command prompts for confirmation.
The activate operation remains in the transaction buffer until you issue ad --apply
or ad--save.

--add arguments
Adds new members to an existing Admin Domain. The add operation remains in
the transaction buffer until you issue ad --apply or ad --save.

--apply
Saves the current transaction buffer contents to the defined configuration and
enforces the defined configuration on all switches in the fabric. ad --apply
prompts for confirmation.

--clear [-f]

Deletes all ADs and clears ADQ's explicit members. This command fails if AD1
through AD254's zone databases are not empty. The command prompts for
confirmation before deleting all Admin Domains. The clear operation remains in
the transaction buffer until you issue ad --apply or ad --save.

When used with the -f option, this command deletes all ADs and clears all explicit
members from ADOQ, even if the zone databases or AD1 through AD254 are not
empty. Use the force option to remove Admin Domains before enabling Virtual
Fabrics.

Fabric OS Command Reference
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--create arguments

--deactivate arg

--delete arg

--exec arguments

--remove arguments

--rename arguments

--save

--select arg

Fabric OS Command Reference
53-1002746-01

ad 2

Creates a new Admin Domain with optionally specified device or switch members.
A newly created Admin Domain is in an activated state. It initially contains no zone
database. The newly created Admin Domain remains in the transaction buffer until
you issue ad --apply or ad --save. ADO always exists. Use ad --add to add
explicit members to ADO.

Deactivates an Admin Domain. This operation fails if an effective zone
configuration exists under the Admin Domain. This operation is not allowed on
ADO. ad --deactivate does not disable any ports. Existing logins to a deactivated
Admin Domain are not terminated; however, subsequent CLI execution is
disallowed. A message is displayed to indicate that the current Admin Domain is
not active. The command prompts for confirmation. The deactivate operation
remains in the transaction buffer until you issue ad --apply or ad --save.

Deletes an Admin Domain. This command succeeds regardless of whether the
Admin Domain is in a deactivated or an activated state. ADO always exists; using
this operation on ADO does not delete ADO, it only removes all explicit members
from ADO. The ADO zone database does not need to be empty for the delete
operation to succeed. Not all existing user sessions to a deleted Admin Domain
are terminated; however, subsequent CLI execution is disallowed. A message
displays indicating that the current Admin Domain is not active. The command
prompts for confirmation before executing the delete action. The delete operation
remains in the transaction buffer until you issue ad --apply or ad --save.

This command performs the following tasks:

Creates a new shell.

Executes ad --select to the specified Admin Domain.
Executes the specified commands.

Exits the shell.

Removes one or more members from an Admin Domain. Removing the last
member from an Admin Domain deletes the Admin Domain. The remove
operation remains in the transaction buffer until you issue ad --apply or ad --save.

Renames the specified Admin Domain. If a reserved name is used for new_ad_id
(AD number format), the operation fails if the reserved name does not correspond
to the ad_id AD number. The rename operation remains in the transaction buffer

until you issue ad --apply or ad --save.

Saves the outstanding Admin Domain transaction to the defined configuration on
all switches in the fabric. The saved Admin Domain definition is enforced only
when ad --apply is issued. Attempts to modify and save an Admin Domain that is
currently enforced will fail. The command prompts for confirmation.

Selects an Admin Domain context. This command fails if the corresponding Admin
Domain is not activated. This operation succeeds only if you have the specified
Admin Domain. This command internally spawns off a new shell within the
requested Admin Domain context. Type logout or exit to exit from the selected
Admin Domain. The zone transaction is linked to the current shell; therefore, the
zone transaction buffer is lost on logout. Use cfgTransShow to display the
current zoning transaction information.
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--show arguments

--validate arguments

--transabort

--transshow

Displays the membership information of the specified Admin Domain or all Admin
Domains.

When executed in an AD255 context and an Admin Domain name is not specified,
all information about all existing Admin Domains is displayed. When executed in
an AD0-AD254 context, the command, by default, displays the members of the
current Admin Domain's effective configuration, and therefore you cannot specify
an ad_id or mode.

When executed in an AD255 context, all Admin Domain information from the
transaction buffer, defined configuration and effective configuration is displayed.

Checks whether Admin Domain members are from a non-Admin Domain aware
switch or the members do not exist in the fabric. The output is similar to ad
--show; however, all members that are from non-Admin Domain aware switches
are marked with a plus sign (+). Members that are not online are marked with an
asterisk (*).

FC Router Front Phantom Domain and FC Router Translate Phantom Domain are
virtual entities without any exposed management interfaces; therefore, any FC
Router phantom switch WWN specified in an AD switch member list is marked as
a non-Admin Domain aware member. All D,PlI members in the device list
corresponding to an FC Router Phantom Domain are marked as non-Admin
Domain aware members. All FC Router imported devices in the AD device list are
marked as AD-aware members.

Aborts the transaction buffer. The command prompts for confirmation before
aborting the transaction.

Displays the ID of the current Admin Domain transaction and indicates whether or
not the transaction can be aborted. The transaction cannot be aborted if it is an
internal Admin Domain transaction.

The following arguments are supported with selected AD actions:

ad_id

hame

number

Uniquely identifies an Admin Domain. An ad_id can be a name or a number:

An Admin Domain name can be up to 63 bytes, must begin with a letter, and can
consist of letters, numbers, and underscore characters. The Admin Domain
names with the format AD[0-255] are reserved for autoassigning Admin Domain
names to Admin Domains created with an Admin Domain number. and can be
assigned only to the corresponding Admin Domain. Using ad --rename, for
example, in an attempt to assign a name of AD5 to an Admin Domain with ID not
equal to 5 fails. Admin Domain names are case-sensitive.

An Admin Domain can be specified by a number. Valid values include 0 through
255. ADO and AD255 are always active. ADO cannot be specified with --activate,
--deactivate or --delete actions. AD255 can be specified only with --exec, --show
and --validate actions.

For all command iterations, with the exception of ad --create, the Admin Domain
is specified either by a name or a number. For ad --create, both name and
number can be specified: for example, ad --create test_ad/10 -d "100,5; 100,1".
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-d "dev._list"

D,PI

Device WWN

-s "switch_list"

Switch WWN

Domain ID

"command_list"

new_ad_id

-m mode

Fabric OS Command Reference
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Specifies the list of devices in an Admin Domain, in quotation marks. Separate
each entry in the device list with a semicolon (;). Valid formats include the
following:

Uses existing zone D,Pl member types. Benefits include the following:
®  Grants port control and zoning on the switch port and the devices attached to
that port.

® Plcan be specified as a range; for example, D,[0 to 34]. The port index range
is expanded and stored internally.

® The same D,PI/ members can be specified in more than one Admin Domain.

Uses traditional zone WWN member types. Benefits include the following:

®  Supports node or port WWNs.

¢ End-device members, whose WWNs are used in an Admin Domain definition,
need not be online when the Admin Domain is created (similar to a
zoneCreate operation).

® Provides rights to zone the devices.

®* Provides administrative view rights to the switch port the device is connected
to.

Specifies the list of switches in an Admin Domain. The list must be enclosed in
quotation marks. Separate each entry in the switch list with a semicolon (;).
Specify the switch in one of the following formats:

World wide name of the switch.

Any switch member specified in Domain ID format is converted into a switch
WWN-based on the current fabric information. Operations with switch list fail
if the domain ID to switch WWN lookup fails.

Membership in an AD switch_list grants switch administrative operations
such as switchDisable, switchEnable, reboot, ad, etc. on the switch.
Ownership of a switch implicitly provides port control capability on all its ports,
but no zoning control.

Specifies one or more commands to execute in an Admin Domain context. This
operand is valid only with the --exec option.

Specifies a new Admin Domain name or number. This operand is valid only with
the --rename option. Format is the same as ad_id.

Displays the implicit members of ADO. This operand is valid only with the --show
option.

Specifies the mode in which Admin Domain configuration information is displayed.
This operand is valid only with --show and --validate. Valid values for mode
include the following:

Displays the Admin Domain configuration in the current transaction buffer.
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Displays the Admin Domain configuration stored in persistent memory
(defined configuration).

Displays the currently enforced Admin Domain configuration currently
enforced (effective configuration).

EXAMPLES To enable ADS5:

switch:admin> ad --activate 5

You are about to activate a new admin domain.

Do you want to activate '5' admin domain \
(yes, y, no, n): [no] y

To enable AD_13:

switch:admin> ad --activate AD 13

To add new device members to AD1:

switch:admin> ad --add AD1, -d "100,5; 4,1"

To apply all changes made to the Admin Domain configurations since --apply was last executed:

switch:admin> ad --apply

You are about to enforce the saved AD configuration.
This action will trigger ad --apply to all switches \
in the fabric.

Do you want to apply all admin domains \

(yes, y, no, n): [no] y

To clear all Admin Domain definitions:

switch:admin> ad --clear

You are about to delete all ADs definitions.

This operation will fail if zone configurations \
exists in AD1-AD254

Do you want to clear all admin domains \
(yes, y, no, n): [no] y

To create an Admin Domain with a mix of D,PI, WWNs, and zone alias device members (two different
methods shown):
switch admin> ad --create "AD1", \

-d "100,5; 1,3; 20:00:00:e0:8b:05:44d:05"

switch admin> ad --create 1, \
-d "100,5; 1,3; 21:00:00:e0:8b:05:4d:05"
To create an Admin Domain with two switches identified by domain ID and switch WWN:
switch:admin> ad --create "AD1", \
-s "100; 10:00:00:60:69:80:59:13"
To create an Admin Domain with a device list and a switch list:

switch:admin> ad --create "AD1", \
-d "100,5; 1,3; 21:20:00:00:e0:8b:05:4d:05" \
-s "100; 10:00:00:60:69:80:59:13"
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To deactivate Admin Domain 5:

switch:admin> ad --deactivate 5

You are about to deactivate an AD.

This operation will fail if an effective zone \
configuration exists in the AD

Do you want to deactivate '5' admin domain \
(yes, y, no, n): [no] y

To delete AD13:

switch:admin> ad --delete 13

You are about to delete an AD.

This operation will fail if an effective zone \
configuration exists in the AD

Do you want to delete '13' admin domain \

(yes, y, no, n): [no] y

To execute switchShow in an AD7 context (using the current user_id):

switch:admin> ad --exec 7 "switchshow"

To rename Eng_AD to Eng_AD?2:

switch:admin> ad --rename Eng AD Eng_ AD2

To rename AD 200 to Eng_AD200:

switch:admin> ad --rename 200 Eng_AD200

To rename a user-assigned Admin Domain name to a reserved Admin Domain name (this operation fails
if AD_test's AD number is not 200):

switch:admin> ad--rename AD_test AD200

To remove the devices 100,5 and 1,3 from AD1:
switch:admin> ad --remove "AD1", \
-d "100,5; 1,3; 21:00:00:e0:8b:05:4d:05"
To remove the switch 100 from AD1:

switch:admin> ad --remove "AD1l", -s "100"

To save any outstanding Admin Domain definition-related transaction buffer

switch:admin> ad --save

You are about to save the outstanding AD membership.
This action will only save the changes to Defined \
configuration.

Any changes made will be enforced only on ad --apply.
Do you want to save admin domains \

(yes, y, no, n): [no] y

To select a new Admin Domain context by specifying the AD number:

switch:admin> ad --select 12
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To display all ADs:

switch:admin> ad --show
Current AD: 255 : AD255

Transaction buffer configuration:

no configuration

Defined configuration:

AD: 1 : AD1 Active

Device WWN members: 21:00:00:80:e5:12:8b:37;
21:00:00:80:e5:12:8b:55;

Switch port members: 1,0, 1,1; 1,2; 1,3; 1,4; 1,5;
1,6; 1,7; 1,8; 1,9; 1,10; 1,11;
1,12; 1,13; 1,14; 1,15;

Switch WWN members: 10:00:00:60:69:00:02:53;

Effective configuration:

AD: 1 : AD1 Active

Device WWN members: 21:00:00:80:e5:12:8b:37;
21:00:00:80:e5:12:8b:55;

Switch port members: 1,0; 1,1; 1,2; 1,3; 1,4; 1,5;
1,6; 1,7; 1,8; 1,9; 1,10; 1,11;
1,12; 1,13; 1,14; 1,15;

Switch WWN members: 10:00:00:60:69:00:02:53;

To display the AD1 configuration information in the transaction buffer:
switch:admin> ad --show 1 -m 0

Current AD: 255 : AD255

Transaction buffer configuration:

no configuration

To display the AD10 configuration information in persistent storage:
switch:admin> ad --show 10 -m 1

Current AD: 255 : AD255

Defined configuration:

AD: 1 : AD1 Active
Device WWN members: 21:00:00:80:e5:12:8b:37;
21:00:00:80:e5:12:8b:55;
Switch port members: 1,0; 1,1; 1,2; 1,3; 1,4; 1,5;

1,6; 1,7; 1,8; 1,9; 1,10; 1,11;
1,12; 1,13; 1,14; 1,15;
Switch WWN members: 10:00:00:60:69:00:02:53;
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To display the Admin Domain effective configuration information:
switch:admin> ad --show -m 2

Current AD: 255 AD255

Effective configuration:

AD: 1 : AD1

Device WWN members:

Switch port members:

Switch WWN members:

Active

21:00:00:80:e5:12:8b:37;
21:00:00:80:e5:12:8b:55;

1,0, 1,1; 1,2; 1,3; 1,4; 1,5;
1,6; 1,7; 1,8; 1,9; 1,10; 1,11;
1,12; 1,13; 1,14; 1,15;
10:00:00:60:69:00:02:53;

To display the configuration information in the transaction buffer:
switch:admin> ad --validate

Current AD Number: 255 AD Name: AD255

Transaction buffer configuration:

no configuration

Defined configuration:

AD Number: 1 AD Name:

Device WWN members:

Effective configuration:

AD Number: 50 AD Name:
Device WWN members:

Switch port members:
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AD1 State: Inactive

10:00:00:00:00:01:00:00;
10:00:00:00:00:04:00:00;
10:00:00:00:00:05:00:00;
10:00:00:00:00:06:00:00;
10:00:00:00:00:08:00:00;
10:00:00:00:00:03:00:00;
10:00:00:00:00:02:00:00;
10:00:00:00:00:07:00:00;
10:00:00:00:00:15:00:00;
10:00:00:00:00:16:00:00;
10:00:00:00:00:17:00:00;
10:00:00:00:00:18:00:00;
10:00:00:00:00:11:00:00;
10:00:00:00:00:12:00:00;
10:00:00:00:00:13:00:00;
10:00:00:00:00:14:00:00;

AD50 State: Active
10:00:00:00:00:17:00:00;
10:00:00:00:00:15:00:00;
2,52; 2,53; 2,54; 2,55; 21,5;
3,28; 3,29; 98,72; 98,75;
69,16; 69,18; 69,21; 1,336;
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1,337;

* - Member does not exist
+ - Member is AD Unaware

To abort the Admin Domain management transaction buffer:

switch:admin> ad --transabort

You are about to abort the outstanding AD transaction.

Do you want to abort the AD transaction \
(yes, y, no, n): [no] y
To display the current Admin Domain transaction:

switch:admin> ad --transshow
Current transaction token is 26816
It is abortable

switch:admin> ad --transshow
There is no outstanding zoning transaction

SEE ALSO cfgSave, cfgTransShow, defZone, logout

Fabric OS Command Reference
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SYNOPSIS

ag

Enables Access Gateway (AG) and manages AG-specific operations.
ag --help

ag --show

ag --modeshow | --modeenable | --modedisable

ag [--policyenable | --policydisable] policy

ag --policyshow

ag --mapshow [N_Porf]

ag [--mapset | --mapadd | --mapdel] N_Port [F_Port1; F_Port2;...]
ag [--staticadd | --staticdel ]| N_Port [F_Port1; F_Port2;...]

ag --pgshow [pgid]

ag --pgcreate pgid "N_Port1 [;N_Port2;...]" [-n pgname]
[-m "Ib; mfnm"]

ag [--pgadd | --pgdel] pgid "N_Port1 [; N_Port2;...]"

ag --pgrename pgid newname

ag --pgremove pgid

ag [--pgmapadd | --pgmapdel] pgid "F_Port1 [; F_Port2;...]"
ag [--pgsetmodes | --pgdelmodes] pgid "mfnm;Ib"

ag --pgfnmtov [new_fov]

ag [--failoverenable | --failoverdisable] [N_Port | -pg pgid]
ag --failovershow [N_Porf]

ag [--failbackenable | --failbackdisable] [N_Port | -pg pgid]
ag --failbackshow [N_Port]

ag [--prefset | --prefdel] "F_Port [;F_Port2;..." N_Port

ag --prefshow

ag [--adsset | --adsadd | --adsdel] "F_Port [;F_Port2;...]"
"WWN [;WWNZ2;...]"

ag --adsshow

ag --persistentalpaenable 1 | 0 mode

Fabric OS Command Reference
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DESCRIPTION

ag --printalpamap F_Port

ag --deletepwwnfromdb PWWN

ag --clearalpamap F_Port

ag --addwwnmapping N_Port "WWN [;WWN2;...]" | --all

ag --delwwnmapping N_Port "WWN [;WWN?2;...]" | --all

ag --addwwnpgmapping Port_Group "WWN [;WWN2;...]" | --all
ag --delwwnpgmapping Port_Group "WWN [WWNZ2;...]" | --all
ag --addwwnfailovermapping N_Port "WWN [;WWN2;...]" | --all
ag --delwwnfailovermapping N_Port "WWN [;WWNZ2;...]" | --all
ag --wwnmappingenable "WWN [;WWN?2;...]" | --all

ag --wwnmappingdisable "WWN [;WWN2;...]" | --all

ag --wwnmapshow

ag --reliabilitycounterset

ag --reliabilitycountershow

ag --backupmappingsave N_Port

ag --backupmappingdel N_Port

ag --backupmappingshow N_Port

Use this command to perform the following Access Gateway management functions:

®* Enable or disable Access Gateway mode.

* Display current configuration and state of AG.

® Configure and display F_Port to N_Port mapping.

® Configure and display N_Port failover and failback policies.
® Configure and display Port Group policy.

® Create or remove a Port group.

® Enable or disable auto port configuration (APC) modes for a Port group.

® Get or set timeout value for fabric name monitoring.

® Display Port Groups and member N_Ports.

® Add or delete N_Ports in a Port group.

* Display all policies and their status.

®* Enable or disable auto port configuration (APC) policy.
® Enable or disable preferred secondary N_Port policy.

®* Enable, disable, and manage advanced device security (ADS) policy.

®* Manage persistent ALPA mode.
® Manage device WWN to N_Port mappings.

Fabric OS Command Reference
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®* Manage device WWN to N_Port group mappings.

® Manage device WWN failover to N_Ports configured as preferred failover ports.
¢ Enable or disable device WWN mappings.

® Configure the reliability limit for the preferred N_Port.

® Save the configured F_Ports, static F_Ports for the given N_Port, and F_Ports for which the given
N_Port is a preferred one.

® Delete the backup mappings for the given N_Port, if any.
* Display the saved mappings for the given N_Port, if any.

AG configuration changes are saved persistently as configuration keys. Use the portCfgNPort
command to set a port as N_Port.

This command supports multiple configurations for mapping device logins to N_Ports for the purposes of
load balancing and redistribution in the event of a fabric change. If multiple mappings are configured, the
system considers the available mappings in a fixed order of priority to determine which of the available
N_Ports should be assigned to the login request. The first eligible mapping is chosen in the order
specified below.

1. Device WWN to N_Port

2. Device WWN to N_Port Group

3. Automatic device WWN load balancing.
4. F_Portto N_Port

5. F_Portto N_Port Group

NOTES The execution of this command is subject to Virtual Fabric or Admin Domain restrictions that may be in
place. Refer to Chapter 1, "Using Fabric OS Commands" and Appendix A, "Command Availability" for
details.

AG is supported only on selected Brocade hardware platforms. Refer to the Access Gateway
Administrator's Guide for hardware support and AG configuration procedures.

In non-AG mode, only two actions are available: --modeenable and --modeshow.

The --backupmappingsave, --backupmappingdel and --backupmappingshow commands can be
executed if the auto policy is disabled.

OPERANDS This command has the following operands:

--help
Displays the command usage.

--show
Displays the current configuration of the Access Gateway. This includes all
N_Ports and F_Ports that are currently online, failover and failback settings as
well as any online F_Ports that are currently mapped to N_Ports. Failover and
failback policies are displayed as enabled (1) or disabled (0).

--modeshow

Displays the current Access Gateway operating mode of the switch as either
enabled or disabled.

--modeenable
Enables Access Gateway mode on a switch. Long distance mode settings should
be cleared for all ports on the NPIV edge switch to which the AG is connected.
Otherwise, the NPIV switch port displays the long distance port type along with
the F_Port.

Fabric OS Command Reference 25
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--modedisable

--policyshow

--policyenable policy

PY

auto

ads

wwhnloadbalance

--policydisable policy

PY

Disables Access Gateway mode on a switch. After AG mode is disabled, the
switch reboots automatically and comes online with default zone access set to
"No Access". In order to merge the switch to a fabric, set the default zone to "All
Access" and disable/enable the E_Port.

Displays the supported AG port policies and their status as either enabled or
disabled. AG supports four types of policies:

®*  Port Grouping (pg) policy: This policy manages failover of an F_Port to a set
of related N_Ports in a port group.

®  Auto Port Configuration (auto): When this policy is enabled, the AG enabled
switch automatically detects available ports and maps F_Ports to N_Ports.
Auto port configuration is disabled by default.

®* Advanced Device Security (ADS) policy. This policy restricts access to the
fabric at the AG level to a set of authorized devices. Unauthorized access is
rejected and the system logs a RASLOG message. You can configure the list
of allowed devices for each F_Port by specifying their Port WWN. Refer to the
ag --ads* commands for information on managing advanced device security.
ADS policy is disabled by default, which means that all devices can connect
to the switch.

* WWN Based Load Balancing policy: This policy routes device logins to the
least loaded port in the port group to which they are mapped.

Enables the specified port policy for the Access Gateway. When a new policy is
enabled, all port related configuration settings are lost. Use the configUpload
command to save the current port configuration. Valid policies include the
following:

Enables the port grouping policy. A default port group "pg0" is created, which
includes all configured N_Ports assigned to the policy. Enabling port grouping
policy disables the Get Fabric Name policy.

Enables the automatic port configuration policy. When enabled, this policy applies
to all ports on the switch. All F_Port to N_Port mapping and port group
configurations are ignored.

Enables the advanced device security (ADS) policy. When enabled, this policy
applies to all the ports on the switch. By default all devices have access to the
fabric on all ports.

Enables the device WWN load balancing policy. When this policy is enabled,
device logins are sent to the least loaded port in the port group to which they are
mapped. These devices are displayed with ag --wwnmapshow as dynamic
device mappings. Port Group policy must be enabled before you can enable the
WWN load balancing policy.

Disables the specified policy for the Access Gateway. When a policy is disabled,
all port-related configuration settings are lost. Use the configUpload command to
save the current port configuration. Valid policies include the following:

Disables the port grouping policy. All port group configurations are deleted.
Disabling port grouping policy enables the Get Fabric Name policy.
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auto
Disables the automatic port configuration policy and deletes all associated
configuration settings.

ads
Disables the advanced device security (ADS) policy and deletes all lists of allowed
device WWNSs.

wwnloadbalance
Disables the device WWN load balancing policy.

--mapshow [N_Port | device_ WWN]
Displays the F_Ports that are configured and currently mapped to a given
"primary" N_Port. Optionally specify an N_Port to display the F_Ports that are
mapped to the specified N_Port only, or specify a device WWN to display the
N_Port to which the device WWN is mapped. Failover and failback policies are
displayed as enabled (1) or disabled (0).

--mapset N_Port [F_Port1;F_Port2;...]
Maps a set of F_Ports to a specified "primary" N_Port forcing all traffic from the
F_Ports to be routed through this N_Port to the attached fabric. An F_Port cannot
be mapped to more than one primary N_Port at any given time. F_Ports are
enabled only if the N_Port is online. This command overwrites existing port
mappings. Use a blank list (") to clear current mappings.

--mapadd N_Port F_Port1 [; F_Port2;...]
Adds one or more specified F_Ports to the mapping of an existing "primary"
N_Port. The traffic for the configured F_Ports is routed to the fabric through the
specified N_Port when the F_Ports come online. An F_Port cannot be mapped to
more than one primary N_Port at the same time.

--mapdel N_Port F_Port1 [; F_Port2;...]
Deletes one or more specified F_Ports from the "primary" N_Port mapping.

--staticadd N_Port F_Port1 [; F_Port2;...]
Creates a static mapping between an existing "primary" N_Port and one or more
specified F_Ports. This command removes exiting mappings. Once the static
mapping is enabled, the F_Ports and all logged-in devices will logout of the
previous N_Port and login using the new N_Port.

--staticdel N_Port F_Port1 [; F_Port2;...]
Deletes a static mapping between an existing "primary" N_Port and one or more
specified F_Ports. This command removes exiting mappings. Alternately, you can
remove an existing mapping by mapping the F_Port to another N_Port.

--pgshow [pgid]
Displays the Port Group configuration. The port grouping feature supports
specifying a set of N_Ports to be included in the Port Group (PG) Policy. The
factory default PG is "pg0", which includes all N_Ports. The default PG cannot be
removed or renamed.

--pgcreate pgid

"N_Port1 [;N_Port2;...]" [-n pgname][-m "Ib; mfnm"]

Creates a port group with the ID pgid and a specified list of N_Ports to be included
in the policy. The list must be enclosed in quotation marks. Ports must be
separated by semicolons. The Port Group ID must not exceed 64 characters.
Optionally specify a name for the port group and a mode. Modes are by default
disabled. For an explanation of mode values, refer to --pgsetmodes.

--pgadd pgid "N_Port1 [; N_Port2;...]"
Adds one or more N_Ports to the specified port group. The port list must be
enclosed in quotation marks. Ports must be separated by semicolons.
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--pgdel pgid "N_Port1 [; N_Port2;...]"
Deletes one or more N_Ports from the specified port group. Deleted ports are
added to the default port group "pg0". The port list must be enclosed in quotation
marks. Ports must be separated by semicolons.

--pgrename pgid newname
Replaces the name of an existing port group with the specified new name. The
port group ID must not exceed 64 characters.

--pgremove pgid
Deletes the specified port group. The N_Ports in the port group that was deleted
are moved to the default port group, which is pgid 0.

--pgmapadd pgid "F_Port1[;F_Port2;...]"
Maps the specified F_Ports to the PG identified by the pgid. Upon execution, the
system identifies the least loaded N_Port in the port group and maps the F_Ports
to that N_Port. The port list must be enclosed in double quotation marks. Ports
must be separated by semicolons. Login balancing (LB) mode must be enabled
on the port group for this command to succeed. Use ag --pgsetmodes to enable
LB mode.

--pgmapdel pgid "F_Port1[;F_Port2;...]"
Removes one or more F_Ports that are part of the port group identified by the pgid
from their mapping to a corresponding N_Port. The port list must be enclosed in
double quotation marks. Ports must be separated by semicolons. Login balancing
(LB) mode must be enabled on the port group for this command to succeed. Use
ag --pgsetmodes to enable LB mode.

--pgsetmodes pgid "Ib;mfnm"
Sets the APC modes for the specified port group. The mode list must be enclosed
in double quotation marks and the modes must be separated by a semicolon.
Alternately you can set the modes at the time when you create the port group with
the pgcreate command. The following modes are supported:

Specifies the login balancing mode for the specified port group. If login balancing
mode is enabled and an F_Port goes offline, logins in the port group are
redistributed among the remaining F_Ports. Similarly, if an N_Port comes online,
port logins in the PG are redistributed to maintain a balanced N_Port to F_Port
ratio. This operation is disruptive. Login balancing mode is disabled by default in
all port groups.

mfnm
Enables the managed fabric name monitoring mode (MFNM) in the specified port
group. This command changes the fabric name monitoring mode from "default" to
"managed". In both default and managed mode, the system queries the fabric
name once every 120 seconds, and if it detects an inconsistency, for example, if
the port group is connected to multiple fabrics, it triggers a RASLOG message.
The difference between default and managed fabric name monitoring is that in
managed mode, failover is disabled for all ports in the port group if the system
detects an inconsistency in fabric names.

MFNM is supported on the Brocade 8000 in Fabric OS v7.0.0 or later. You can
add or remove MFNM from a port group, however, doing so will enable or disable
MFNM on the entire switch. RASLOG messages are generated only if MFNM is
enabled on the entire switch and multiple fabrics are connected to the switch.

--pgdelmodes pgid "lb;mfnm"
Disables the specified modes on a given port group. The mode list must be
enclosed in double quotation marks and the modes must be separated by a
semicolon. For a description of supported modes, refer to --pgsetmodes.
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--pgfnmtov new_tfov
Displays the fabric name monitoring timeout value in seconds when used without
specifying a new value. To change the current value, specify a new timeout value
in seconds. The valid range is 30 to 120 seconds. The default value is 120
seconds.

--failoverenable [N_Porf] | -pg pgid
Enables the failover policy for a given N_Port or for all N_Ports in the given port
group. When failover policy is enabled for a given N_Port, F_Ports behave as
follows:

® Ifonly primary F_Port to N_Port mapping is in place, all currently mapped
F_Ports fail over to another available N_Port in the event the original N_Port
becomes disabled. If multiple N_Ports are available for failover, F_Ports are
evenly balanced across all available N_Ports. If no other N_Port is available,
failover does not occur.

® If preferred secondary F_Port to N_Port Mapping is in place, the F_Ports are
routed through the preferred Secondary N_Port. If the preferred secondary
N_Port is offline, the F_Ports are disabled.

--failoverdisable [N_Porf] -pg pgid
Disables the failover policy for a given N_Port or for all N_Ports in the given port
group.

--failovershow [N_Port]
If an N_Port is specified (optional), the command displays the failover policy for
this N_Port. Otherwise, the failover policy for all N_Ports is displayed. Failover is
displayed as enabled (1) or disabled (0).

--failbackenable [N_Port] | -pg pgid
Enables the failback policy for a specified N_Port or for all N_Ports in the given
port group. When failback policy is enabled, ports behave as follows:

® Ifonly primary F_Port to N_Port mapping is in place, all F_Ports are
automatically rerouted back to the N_Ports to which they were originally
mapped as those N_Ports come back online. Only the originally mapped
F_Ports fail back. In the case of multiple N_Port failures, only F_Ports that
were mapped to the recovered N_Port experience failback. The remaining
F_Ports are not redistributed among the online N_Ports during the failback.

® If preferred secondary F_Port to N_Port mapping is in place, and the primary
N_Port comes back online, then the F_Ports are rerouted through the primary
N_Port. If the secondary N_Port comes online, while the primary N_Port is
still offline, F_Ports are rerouted through the secondary N_Port.

--failbackdisable [N_Port] | -pg pgid
Disables the failback policy for the specified N_Port or for all N_Ports in the given
port group.

--failbackshow [N_Port]
If an N_Port is specified (optional), the command displays the failback policy for
this N_Port. Otherwise, the failover policy for all the N_Ports is displayed. The
failback policy is displayed as disabled (0) or enabled (1).

--prefset "F_Port [;F_Port2;...]" N_Port
Sets the preferred secondary N_Port for one or more F_Ports. Preferred mapping
is optional. Preferred F_Port to N_Port Mapping provides an alternate N_Port for
F_Ports to come online for predictable failover and failback. An F_Port must have
primary N_Port mapping before a secondary N_Port can be configured. The list of
F_Ports to be mapped must be enclosed in double quotation marks. Port numbers
must be separated by semicolons.
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--prefdel "F_Port [;F_Port2;...]" N_Port

--prefshow

Deletes the preferred Secondary N_Port for the specified F_Ports. The list of
F_Ports to be deleted from the secondary mapping must be enclosed in double
quotation marks. Port numbers must be separated by semicolons.

Displays the preferred Secondary N_Port for all F_Ports.

--adsset "F_Port [;F_Port2;...]" "WWN [;WWNZ2;...]"

Sets the list of devices that are allowed to login to a specified set of F_Ports.
Devices are specified by their world wide names. Lists must be enclosed in double
quotation marks. List members must be separated by semicolons. The maximum
number of entries in the allowed device list is twice the per port maximum login
count. Replace the WWN list with an asterisk (*) to indicate all access on the
specified F_Port list. Replace the F_Port list with an asterisk (*) to add the
specified WWNSs to all the F_Ports' allow lists. A blank WWN list ("") indicates no
access. ADS policy must be enabled for this command to succeed.

--adsadd "F_Port [;F_Port2;...]" "WWN [ WWN2;...]"

Adds the specified WWNs to the list of devices allowed to login to the specified
F_Ports. Lists must be enclosed in double quotation marks. List members must be
separated by semicolons. Replace the F_Port list with an asterisk (*) to add the
specified WWNs to all the F_Ports' allow lists. ADS policy must be enabled for this
command to succeed.

--adsdel "F_Port [;F_Port2;..]" "WWN [;WWN2;..]

--adsshow

Deletes the specified WWNs from the list of devices allowed to login to the
specified F_Ports. Lists must be enclosed in double quotation marks. List
members must be separated by semicolons. Replace the F_Port list with an
asterisk (*) to remove the specified WWNs from all the F_Ports' allow lists. ADS
policy must be enabled for this command to succeed.

Displays the list of allowed device WWNs for all F_Ports.

--persistentalpaenable 1 | 0 mode

Configures the persistent ALPA feature. Once enabled, the ALPA parts of all
device PIDs become persistent regardless of whether they were logged in before
or after the persistent ALPA feature was enabled. ALPA persistence ensures that
there is no inconsistency between logged in devices. The persistent ALPA feature
is disabled by default.

Specify 1 to enable persistent ALPA. Specify 0 to disable the feature.

Specifies the manner in which the ALPA is obtained in the event that the ALPA
value is already taken by another host. Valid modes include the following:

Specifies a stringent ALPA request mode. In stringent mode, the login is
rejected if the ALPA is not available.

Specifies a flexible ALPA request mode. In flexible mode, the host login is
accepted either with the requested ALPA value or with a different ALPA value
if the requested ALPA is not available.

--printalpamap F~_Port

Displays the database entry for the specified port. An F_Port must be specified.
The output displays the PWWN-to-host-ALPA mapping.

Fabric OS Command Reference
53-1002746-01



ag 2

--deletepwwnfromdb PWWN

Removes the specified port WWN entry from the database after the host has
logged out.

--clearalpamap F_Port

Clears the ALPA values for the specific F_Port. This command removes the
PWWN-to-ALPA-value mapping from the database.

--addwwnmapping N_Port "WWN [;WWN2;...]" | --all

Maps one or more device WWNs to a preferred N_Port. All traffic form the
specified devices is forced through the specified N_Port, regardless of which
F_Port the device logs into. In the event the designated N_Port should become
unavailable, an alternate port can serve as a preferred failover port. This
command only affects devices that are connecting to the fabric after successful
execution of this command; it will not affect devices already logged in. If a device
is already connected to the switch when its mapping is created, that mapping
goes into effect the next time the device connects. The WWN list must be
enclosed in double quotation marks. WWNs must be separated by semicolons.

The --all option indicates all device WWNs already mapped, for example, if you
wish to change an existing WWN mapping. It does not affect device WWNs that
are not part of an existing mapping.

--delwwnmapping N_Port "WWN [;WWN2;...]" | --all

Removes the mapping of one or more device WWNs to a preferred N_Port. The
--all option removes the mapping for all device WWNs currently mapped to the
specified N_Port. The WWN list must be enclosed in double quotation marks.
WWNs must be separated by semicolons. The mappings are removed upon
execution of this command.

--addwwnpgmapping PG "WWN [;WWN?2;...]" | --all

Maps one or more device WWNs to any of the N_Ports included in the specified
port group . The port group is identified by its port group ID. The --all option maps
all currently mapped device WWNss to the specified port group. The WWN list
must be enclosed in double quotation marks. WWNs must be separated by
semicolons. The device WWN to port group mapping takes effect the next time
the device logs in.

--delwwnpgmapping PG "WWN [;WWN2;...]" | --all

Removes the mapping between the specified device WWNSs and the specified port
group. The port group is identified by its port group ID. The --all option removes
the mapping of all device WWNSs currently mapped to the specified port group.
The WWN list must be enclosed in double quotation marks. WWNs must be
separated by semicolons. The mappings are removed upon execution of this
command.

--addwwnfailovermapping N_Port "WWN [;WWN2;...]"| --all

Maps one or more device WWNs to a preferred failover N_Port. If the N_Port to
which the WWNS are mapped is not available or goes down, the device logins fail
over to the preferred failover N_Port. The --all option maps all currently mapped
device WWNss to the specified failover N_Port. The WWN list must be enclosed in
double quotation marks. WWNs must be separated by semicolons.

--delwwnfailovermapping N_Port "WWN [;WWN2;...]" | --all
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The --all option deletes the failover mappings of all device WWNs currently
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EXAMPLES

--wwnmappingdisable "WWN [;WWN2;...]" | --all

Disables one or more device WWN mappings. Use this command if you want to
disable the mapping action temporarily without making permanent changes to the
mappings. The mappings remain disabled until they are re-enabled or deleted.
The --all option disables all currently existing device WWN mappings.

--wwnmappingenable "WWN [;WWN?2;...]" | --all

--wwnmapshow

e-enables one or more previously disabled device WWN mappings. The --all
option re-enables all previously disabled device WWN mappings.

Displays all device WWN mappings. For each device WWN, the command
displays the N_Port number to which it is mapped, the secondary (failover)
N_Port, and the port group if applicable. The "Current" field shows the port the
device is currently using. If the device is not logged in, the field displays "none." If
the device is logged in to a port other than the one it is mapped to, the field
displays that port. If the device is mapped to a port group, the field displays the
number of the port within that port group that the device is currently using. If the
device is using a trunk, the field displays which port in that trunk the device is
logged in. The "Enabled" field indicates, whether a mapping has been temporarily
disabled ("no"), or whether it is in enabled state ("yes").

--reliabilitycounterset count

Sets the reliability limit for the preferred N_Port. This parameter controls the
number of ONLINE or OFFLINE State Change Notification (SCN) messages a
port can receive before becoming unreliable. The range is 10 through 100. The
default value is 25.

The port becomes reliable again if it does not receive any SCN messages for a
period of five minutes. Preferred N_Port settings are not enforced on unreliable
N_Ports. When the port becomes reliable again, the behavior is as follows:

If a FAILBACK flag is set, the port will fail back the configured F_Ports.
®* Configured F_Ports that are offline will come back online.
® |If LB mode or auto policy is configured, load rebalancing resumes.

--reliabilitycountershow

Displays the configured reliability limit for N_Ports.

--backupmappingsave N_Port

Saves the configured F_Ports, static F_Ports for the given N_Port, and F_Ports
for which the given N_Port is a preferred one.

--backupmappingdel N_Port

Deletes the backup mappings for the given N_Port, if any.

--backupmappingshow N_Port

Displays the saved mappings for the given N_Port, if any.

To display the current state of the Access Gateway with Failover (FO) and Failback (FB) enabled on

N_Ports 9 and 12:

switch:admin> ag --show

Name : core_ag

NodeName : 10:00:00:05:1e:85:ae:£8
Number of Ports : 40

IP Address (es) : 10.17.31.2

Firmware Version : v7.1.0ING

N Ports : 8

F Ports : 5

Policies enabled : pg
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Persistent ALPA : Disabled

Static WWN Map : None

Port Group information
PG _ID PG Members PG _Name PG_Mode
0 0;1;2;3;8; pg0 -

9;10;11;32;33;
34;35;36;37;38;
39

Fabric Information

Attached Fabric Name N Ports
10:00:00:05:1e:d6:£8:c9 0;1;2;3;8;
9;10;11

N Port information

Port PortID Attached PWWN Attached Switch
F-port\
_________________________________________________ \
0 0x010100 50:00:51:ed:6f:8e:60:28 Spirit\
1 0x010100 50:00:51:ed:6f:8e:60:28 Spirit\
2 0x010100 50:00:51:ed:6f:8e:60:28 Spirit\
3 0x010100 50:00:51:ed:6f:8e:60:28 Spirit\
8 0x010d00 20:0d:00:05:1e:d6:£8:c9 Spirit\
9 0x010c00 20:0c:00:05:1e:d6:£8:c9 Spirit\
10 0x010e00 20:0e:00:05:1e:d6:£8:c9 Spirit\
11 0x010£00 20:0£:00:05:1e:d6:£8:c9 Spirit\
Switch FO FB IP_Addr F Ports
0 1 1 10.17.31.170 4;5;23;
0 1 1 10.17.31.170 None
0 1 1 10.17.31.170 None
0 1 1 10.17.31.170 None
13 1 1 10.17.31.170 6;
12 1 1 10.17.31.170 7;
14 1 1 10.17.31.170 None
15 1 1 10.17.31.170 None
F Port information
Port PortID Attached PWWN N_Port\

4 0x010103 20:00:00:05:1e:85:92:88
5 0x010102 20:01:00:05:1e:85:92:88
6 0x010d01 20:02:00:05:1e:85:92:88
7 0x010c01 20:03:00:05:1e:85:92:88
23 0x010101 10:00:00:05:1e:65:95:81

Preferred N port Login Exceeded?

None No
None No
None No
None No
None No

Static N-Port to F-Port Mapping
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To display the current Access Gateway mode:
switch:admin> ag --modeshow

Access Gateway mode is enabled.

switch:admin> ag --modeshow

Access Gateway mode is NOT enabled.
AG group policy commands
To show current policies:

switch:admin> ag --policyshow

AG Policy Policy Name State

Port Grouping ol Enabled
Auto Port Configuration auto Disabled
Advanced Device Security ads Disabled
WWN Based Load Balancing wwnloadbalance Disabled

To enable a port grouping policy:

switch:admin> ag --policyenable pg

To disable a port grouping policy

switch:admin> ag --policydisable pg

To enable auto port configuration policy when both policies are disabled and the switch is already
disabled:

switch:admin> ag --policyenable auto

All Port related Access Gateway configurations will be lost.
Please save the current configuration using configupload.

Do you want to continue? (yes, y, no, n): [no] y

To disable auto port configuration policy when the switch is disabled:

switch:admin> ag --policydisable auto

Default factory settings will be restored.

Default mappings will come into effect.

Please save the current configuration using configupload.
Do you want to continue? (yes, y, no, n): [no] y

Access Gateway configuration has been restored \

to factory default

To enable the ADS policy:

switch:admin> ag --policyenable ads
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To disable the ADS policy:

switch:admin> ag --policydisable ads

To enable the WWN load balancing policy:

switch:admin> ag --policyenable wwnloadbalance

To disable the WWN load balancing policy:

switch:admin> ag --policydisable wwnloadbalance

AG port mapping commands
To display current port mappings and port grouping policies:
switch:admin> ag --mapshow

N Port Configured Static Current Failover Failback PG _ID PG Name
_F Ports _F Ports F Ports

0 4;5;6 None 4;5;6 1 0 2 SecondFabric
1 7;8;9 None 7;8;9 0 1 0 pg0
2 10;11 None 10;11 1 0 2 SecondFabric
3 12;13 None 12;13 0 1 0 pg0

Explanation of fields in --mapshow output:

®  Static F_Ports are part of static F_Port to N_Port mapping.

®  Current F_Ports are the F_Ports that are currently online and mapped to a given N_Port either
because they are mapped to that N_Port or as a result of N_Port failover.

®  Configured F_Ports are the F_Ports that are explicitly mapped to this N_Port (saved in config).
® Failover and Failback indicate whether or not N_Port policy is enabled (1) or disabled (0).
® PG_IDis the Port Group ID and PG_Name is the Port Group Name.
To clear all F_Ports mapped to the configured primary N_Port 0:
switch:admin> ag --mapset 0 ""
F Port to N Port mapping has been updated successfully
To add F_Ports 4 and 6 to N_Port 0 (observe that Port 0 has no configured F_Ports):
switch:admin> ag --mapset 0 "4;6"
F Port to N _Port mapping has been updated successfully
To add F_Port 5 to N_Port 2 (observe that N_Port 2 already has mapped F_Ports):

switch:admin> ag --mapadd 2 "5"

To display the new mappings:
switch:admin> ag --mapshow

N Port Configured Static Current Failover Failback PG ID PG Name
_F Ports F Ports F Ports
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0 4;6 None 4;6

1 7;8;9 None 7;8;9

2 5;10;11 None 5;10;11
3 12;13 None 12;13

SecondFabric
pg0
SecondFabric
prg0

switch:admin> ag --mapdel 2 "5"
Preferred N port is set for F Por

To delete F_Port 5 that was mapped to N_Port 2:

t[s]

Please delete it before removing primary N Port

ERROR:Unable to remove F Port[s]
retry the command

switch:admin> ag --prefshow
F Ports P

switch:admin> ag --prefdel 5 2

Preferred N Port is deleted succe
for the F Port[s]

switch:admin> ag --mapdel 2 "5"

F Port to N _Port mapping has been updated successfully

To create and display a static mapping:

switch:admin> ag --staticadd 17 1

switch:admin> ag --show

N Port information

Port PortID Attached

0 0x010100
17 0x010100

50:00:51:ed:6f:
50:00:51:ed:6f:

Switch FO FB
10.17.31.170
10.17.31.170
F Port information
Port PortID Attached PWWN
4 0x010103 20:00:00:05:1e:
5 0x010102 20:01:00:05:1e:

N port Login Exceeded?

IP_Addr F_

from mapping,

referred N Port

ssfully \

PWWN Attached Swi
F-port)\
8e:60:28 Spirit
8e:60:28 Spirit
Ports
4;5;23;
None

N Port Preferred \

85:92:88 0 \
85:92:88 0 \

tch

N Port Configured Current Failover Failback PG ID PG Name
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_F Ports _F Ports

Static N-Port to F-Port Mapping
N-Port F-Port

AG failover policy commands
To display failover policy settings for all N_Ports:

switch:admin> ag --failovershow
N Port failover bit

To set and display failover and failback policies on a single port:
switch:admin> ag --failoverenable 1

Failover policy is enabled for port 1

switch:admin> ag --failoverdisable 0
Failover policy is disabled for port 0

switch:admin> ag --failovershow 0
Failover on N Port 0 is not supported

switch:admin> ag --failbackdisable 2
Failback policy is disabled for port 2

switch:admin> ag --failbackshow 2
Failback on N Port 2 is not supported

switch:admin> ag --failbackenable 2
Failback policy is enabled for port 2

To display failback policy settings for all the N_Ports:

switch:admin> ag --failbackshow
N Port failback bit
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To set and display failback policy settings on a single port:

switch:admin> ag --failbackenable 0
Failback policy cannot be enabled since failover
policy is disabled for port 0

switch:admin> ag --failbackenable 2
Failback policy is enabled for port 2

switch:admin> ag --failbackenable 3
Failback on N Port 3 is not supported

switch:admin> ag --failbackenable 2
Failback on N Port 2 is supported
Port Group commands
To display Port Group information:

switch:admin> ag --pgshow

PG ID PG Name PG Mode N Ports F Ports
0 pg0 1b, mfnm 1;3 10;11
2 SecondFabric - 0;2 4;5;6

To create a port group "FirstFabric" that includes N_Ports 1 and 3 and has login balancing enabled:

switch:admin> ag --pgcreate 3 "1;3" -n FirstFabricl -m "1lb"
Port Group 3 created successfully

switch:admin> ag --pgshow

PG ID PG Name PG Mode N Ports F Ports
0 pg0 1b, mfnm none none

2 SecondFabric - 0;2 4;5;6
3 FirstFabric 1b 1;3 10;11

To rename the port group with pgid 2 to "MyEvenFabric":

switch:admin> ag --pgrename 2 MyEvenFabric
Port Group 2 has been renamed as MyEvenFabric successfully

switch:admin> ag --pgshow

PG ID PG Name PG Mode N Ports F Ports
0 pg0 1b, mfnm none none
2 MyEvenFabric - 0;2 4;5;6
3 FirstFabric 1b 1;3 10;11
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To remove the port group with pgid 2:

switch:admin> ag --pgremove 2
Port Group 2 has been removed successfully

switch:admin> ag --pgshow

PG ID PG _Name PG Mode N Ports F Ports
0 pg0 1b, mfnm 0;2 4;5;6
3 FirstFabric 1b 1;3 10;11

To enable managed fabric name monitoring in port group 3:

switch:admin> ag --pgsetmodes 3 "mfnm"
Managed Fabric Name Monitoring mode has been \
enabled for Port Group 3

switch:admin> ag --pgshow

PG ID PG _Name PG Mode N Ports F Ports
0 pg0 1b, mfnm 0;2 4;5;6
3 FirstFabric 1lb,mfnm 1;3 10;11

To disable managed fabric name monitoring in port group 3:

switch:admin> ag --pgdelmodes 3 "mfnm"
Managed Fabric Name Monitoring mode has been disabled for Port Group 3

switch:admin> ag --pgshow

0 g0 1b, mfnm

To get the current fabric name monitoring timeout value:
switch:admin> ag --pgfnmtov
Fabric Name Monitoring TOV: 120 seconds

To set the fabric name monitoring timeout value to 30 seconds:

switch:admin> ag --pgfnmtov 30

AG Preferred port information commands
To display preferred port settings for F_Ports:

switch:admin> ag --prefshow

F_Ports Preferred N_Port
10;11 0
12;13 1
4;6 2
7;8:9 3
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To delete secondary port mapping for F_Ports 7, 8 and 9:

switch:admin> ag --prefdel "7;8;9" 3
Preferred N Port is deleted successfully \
for the F Port[s]

To set secondary port mapping for F_Ports 7, 8 and 9:

switch:admin> ag --prefset "7;8;9" 3
Preferred N Port is set successfully \
for the F Portl[s

ADS Policy commands
To set the list of allowed devices for Ports 11 and 12 to 'no access':

switch:admin> ag --adsset "11;12" ""
WWN list set successfully as the Allow Lists of \
the F Port[s]

To set the list of allowed devices for Ports 1, 10 and 13 to 'all access":

switch:admin> ag --adsset "1;10;13" "*"
WWN list set successfully as the Allow Lists of \
the F Port[s]

To remove two devices from the lists of allowed devices for ports 1 and 9:

switch:admin> ag --adsdel "3;9" \
"22:03:08:00:88:35:a0:12;22:00:00:e0:8pb:88:01:8b"

WWNs removed successfully from Allow Lists of the\

F Port[s]

To add a two new device to the lists of allowed devices for ports 1 and 9:

switch:admin> ag --adsadd "3;9" \
"20:03:08:00:88:35:a0:12;21:00:00:e0:8pb:88:01:8b"

WWNs added successfully to Allow Lists of the \

F Port[s]

To display the lists of allowed devices on the switch:

switch:admin> ag --adsshow

F Port WWNs Allowed

1 ALL ACCESS

3 20:03:08:00:88:35:a0:12
21:00:00:e0:8p:88:01:8b

9 20:03:08:00:88:35:a0:12
21:00:00:e0:8p:88:01:8b

10 ALL ACCESS

11 NO ACCESS

12 NO ACCESS

13 ALL ACCESS

Persistent ALPA configuration commands
To enable persistent ALPA in flexible mode:

switch:admin> ag --persistentalpaenable 1 -f
Persistent ALPA mode is enabled
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To enable persistent ALPA in stringent mode:
switch:admin> ag --persistentalpaenable 1 -s
Persistent ALPA mode is enabled

To disable persistent ALPA mode:
switch:admin> ag --persistentalpaenable 0
Persistent ALPA mode is enabled

To display the ALPA database entries for F_Port 5:

switch:admin> ag --printalpamap 5
Hash table for Port 5 data

PWWN ALPA
20:12:00:05:1e:85:92:88 1
20:07:00:05:1e:01:0b:4a 3

To attempt to remove a device entry from the database while the device is online and cannot be
removed:

switch:admin> ag --deletepwwnfromdb \
0:12:00:05:1e:85:92:88 20:08:00:05:1e:01:0b:4a Online. \
Cannot delete an online device

To remove a device entry from the database when the device is offline:
switch:admin> ag --deletepwwnfromdb \
0:12:00:05:1e:85:92:88
Device 20:13:00:05:1e:85:92:88 successfully deleted
To remove a device entry from the database when the device is not present in the table

switch:admin> ag --deletepwwnfromdb \
0:12:00:05:1e:85:92:00 20:12:00:05:1e:85:92:00 not found.
Please check the device name

To remove the PWWN to ALPA value for port 5 from the database and to verify the removal:

switch:admin> ag --clearalpamap 5
ALPA Table for port 5 is cleared

switch:admin> ag --clearalpamap 5

Hash table for Port 5 data
PWWN ALPA

Hash Table is empty

Device WWN mapping commands
To create a WWN to N_Port mapping for two devices.
switch:admin> ag --addwwnmapping 8 \
"0:12:00:05:1e:85:92:88; 0:12:00:05:1e:85:92:88"
To delete one of the device WWN to N_Port mappings.

switch:admin> ag --delwwnmapping 8 \
"0:12:00:05:1e:85:92:88"
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To create a WWN to port group mapping for all currently mapped devices (this command does not affect
devices not already mapped or connecting later).

switch:admin> ag --addwwnpgmapping 4 --all

To add port 13 as a preferred failover N_Port for a device:

switch:admin> ag --addwwnfailovermapping 13 "0:12:00:05:1e:85:92:88"

To disable all WWN mappings:

switch:admin> ag --wwnmappingdisable --all

To display the WWN mappings when WWN load balancing policy is not enabled:

switch:admin> ag --wwnmapshow
Static Device Mapping Information:

WWN, 1st N _Port 2nd N _Port PG ID Current Enabled
25:£7:00:0c:29:00:02:8b 9 None None None yes
25:£7:00:0c:29:00:03:8b 9 None None None yes
25:£7:00:0c:29:00:04:8b 9 None None None yes
25:£7:00:0c:29:00:05:8b 9 None None None yes
25:£7:00:0c:29:00:07:8b 9 None None None yes
25:£7:00:0c:29:00:08:8b 9 None None None yes
25:£7:00:0c:29:00:09:8b 9 None None None yes
25:£7:00:0c:29:00:0a:8b 9 None None None yes

To display the WWN mappings when WWN load balancing policy is enabled:

switch:admin> ag --wwnmapshow
Static Device Mapping Information:
WWN, 1st N Port 2nd N _Port PG ID Current Enabled

Dynamic Device Mapping Information:
WWN, 1st N _Port 2nd N _Port PG _ID Current Enabled

To configure and display the reliability counter for the preferred N_Port:

switch:admin> ag --reliabilitycounterset 50

switch:admin> ag --reliabilitycountershow

Reliability Counter = 50
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Backup mapping commands

To save the configured, static, and preferred mapping of an N_Port:
switch:admin> ag --backupmappingsave 43
Configured, static and preferred mappings have been saved \
for the N port successfully.

To display the saved mappings for the given N_Port:

switch:admin> ag --backupmappingshow 43

N Port : 43
Backed-up Configured F Ports : 15;16;17
Backed-up Static F ports :18;19
Backed-up Preferred F ports : 27;28

To delete the backup mappings for the given N_Port:

switch:admin> ag --backupmappingdel 43
Backed up mappings have been deleted for the N port.

SEE ALSO agAutoMapBalance, portCfgNPort, portCfgNPIVPort
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SYNOPSIS

DESCRIPTION

NOTES

OPERANDS

Controls automatic remapping of F_Ports in AG mode.

agautomapbalance --enable [-fport | -nport]
[-pg Port_Group_Number | -all]

agautomapbalance --disable [-fport | -nport]
[-pg Port_Group_Number | -all]

agautomapbalance --force
agautomapbalance --show

agautomapbalance --help

Use this command to control the automatic rebalancing of F_Ports for login distribution in the event that
an F_Port goes offline or an N_Port comes online.

If automatic rebalancing is enabled, and an F_Port goes offline, the remaining F_Port logins are
redistributed across the existing N_Ports. Similarly if a new N_Port comes online, some of the F_Port
logins being routed through existing N_Ports would be failed over to the new N_Ports. Both operations
are potentially disruptive. Disabling automatic rebalancing of login distribution provides a way of avoiding
disruptions associated with routine F_Port/N_Port offline/online events.

The default values for agautomapbalance are as follows:

®* Disable automatic login redistribution when F_Ports go offline.
®* Enable automatic login redistribution when N_Ports come online.
Use the --show option to display the current configuration of the automatic rebalancing feature. The
command output varies depending on current AG policy settings:
® If Port Group Policy is enabled on the switch, the command displays the following information for
each configured port group:
= PG_ID - Port Group number
= LB mode - Login Balancing mode: enabled or disabled
= nport - Enabled or disabled
= fport- Enabled or disabled

® If Auto Policy is enabled on the switch, the command displays the status of the automatic
rebalancing feature per port type as either disabled or enabled.

The execution of this command is subject to Virtual Fabric or Admin Domain restrictions that may be in
place. Refer to Chapter 1, "Using Fabric OS Commands" and Appendix A, "Command Availability" for
details.

This command has the following operands:

--enable
Enables automatic login redistribution upon removal or addition of a specified port
type.
-fport
Enables automatic login redistribution in the event that one or more F_Ports go
offline. When automatic login redistribution is enabled, the remaining F_Ports are
remapped such that logins are balanced among the existing Imports.
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-nport

--disable

-fport

-nport

agAutoMapBalance 2

Enables automatic login redistribution in the event that one or more N_Ports come
online. When automatic login redistribution is enabled, the F_Ports mapped to the
current N_Ports are rebalanced among the N_Ports.

Disables automatic login redistribution upon removal or addition of a specified port
type.

Disables automatic login redistribution in the event that one or more F_Ports go
offline. When automatic login redistribution is disabled, the remaining F_Ports
maintain their existing N_Port mappings.

Disables automatic login redistribution in the event that one or more N_Ports
come online. When auto map balancing is enabled, the F_Ports mapped to the
current N_Ports are rebalanced among the N_Ports.

-pg Port_Group_Number | -all

--force

--show

--help

Specifies the port group number or all port groups. These operands are
mutually exclusive and optional with the --enable and --disable options.
When a port group is specified, command execution is targeted to the
members of that specific port group. When all port groups are specified,
command execution is targeted to all port groups defined in the Access
Gateway. The port group options are allowed only when login balancing is
enabled on the specified port groups.

Enforces automatic login redistribution on a one-time basis in the event that
automatic login redistribution is disabled for N_Port addition, F_Port removal or
both. This command forces rebalancing of the F_Port to N_Port mapping once. It
does not affect the configuration settings.

Displays the auto login distribution configuration.

Displays the command usage.

EXAMPLES To display the automatic login redistribution settings for port groups 0 and 1:

switch:admin> agautomapbalance --show

AG Policy:

P9

LB mode nport fport
Enabled Enabled Disabled
Disabled - -

To display the automatic login redistribution settings for N_Ports and F_Ports.

switch:admin> agautomapbalance --show

automapbalance on N _Port Online Event: Disabled
automapbalance on F Port Offline Event: Enabled
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SEE ALSO

To disable automatic login redistribution on F_Port offline events:

switch:admin> agautomapbalance --disable -fport

To enable automatic login redistribution on F_Ports and N_Ports on port group 1 in the Access Gateway:

switch:admin> agautomapbalance --enable -fport pg 1

To disable automatic login redistribution on F_Ports and N_Ports on all port groups in the Access
Gateway:

switch:admin> agautomapbalance --disable -all

ag, agShow
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agShow
Displays the Access Gateway information registered with the fabric.
SYNOPSIS agshow
agshow --name ag_name
agshow --local
DESCRIPTION This command displays the details of the F_Ports and the configured N_Ports in the Access Gateway
atta